INVITATION FOR BID #260347

COMPREHENSIVE SECURITY SERVICE
PENNSYLVANIA FINE WINE & GOOD SPIRITS STORES
AND OTHER PLCB FACILITIES


OVERVIEW

[bookmark: _Hlk20908680]The Pennsylvania Liquor Control Board (“PLCB”) is seeking a Contractor to provide comprehensive security services that includes the following: an integrated security system; year-round, 24-hour centrally located monitoring; all necessary equipment, including a video management system, video archiving, cameras, sensors, and alarm system; and all installation and maintenance required for the same (“Services”).  The Services are required for each of the PLCB’s Fine Wine & Good Spirits store locations and other PLCB facilities located throughout Pennsylvania (“PLCB locations”).  See ATTACHMENT #4 – FWGS STORES AND OTHER PLCB FACILITIES for a complete list of all locations.  

ISSUING OFFICE  

This Invitation for Bid (“IFB”) is issued by the PLCB, Purchasing and Contract Administration Division, Room 312, Northwest Office Building, 910 Capital Street, Harrisburg, PA 17124-0001.  Tammy McQuaid is the Issuing Officer and the sole point of contact at the PLCB for this IFB.  Email: tamcquaid@pa.gov.

PLCB CONTRACTING OFFICER  

The PLCB Contracting Officer is the PLCB Official authorized to enter into and administer contracts and make written determinations with respect to contracts.  The PLCB Contracting Officer is Melinda John, Manager of Purchasing & Contract Administration, Room 312, Northwest Office Building, 910 Capital Street, Harrisburg, PA  17124-0001.  Email:  meljohn@pa.gov

PLCB CONTACT PERSON  

The PLCB Contact Person, defined as the PLCB employee charged with the day-to-day   supervision   of the performance of the services and who interacts with the Contractor is Michael Demko, Director of Finance Room 505 Northwest Office Building 910 Capital Street, Harrisburg, Pa 17124-0001, telephone: (717) 772-2055; facsimile: (717) 772-3714. Email: midemko@pa.gov. 

CONTRACTOR CONTACT PERSON  

The Contractor shall provide the PLCB with a single point of contact for all Contract related questions or problems, including requests for additional equipment, new and relocated stores, modifications or additions to protected sites, and scheduling repairs to existing equipment. Immediately upon notification of award, the Contractor shall provide the PLCB with the name, address, email address, telephone number and facsimile number of this individual. 

MANDATORY SITE VISIT  

Prior to submitting a bid, all potential Contractors shall be required to visit each mandated site listed below to completely familiarize themselves with each site's needs and requirements.    Suppliers shall contact Zachery Shaffner at (717) 787-2006 or zshaffner@pa.gov to schedule an appointment for each site visit. For each location listed below, ATTACHMENT #1 – PROOF OF SITE VISIT must be signed by the party performing the site visit plus the PLCB official verifying the visit.  Failure to return a signed ATTACHMENT #1 – PROOF OF SITE VISIT for each location with your IFB will disqualify your bid.  

	Mandated Site Visits

1. Fine Wine & Good Spirits Store Class 1A-1B 

	Fine Wine & Good Spirits Store #2208 (1B)
	Uptown Plaza, 2943 N. 7th Street
	Harrisburg, PA  17110-2109

2. Fine Wine & Good Spirits Store Class 2A-2B

	Fine Wine & Good Spirits Store #2201 (2A)
	Kline Plaza, 29 Kline Village
	Harrisburg, PA  17104-1530

3. Fine Wine & Good Spirits Store Class 3A-4A

	Fine Wine & Good Spirits Store #2102 (3C)
	West Shore Plaza, 1200 Market Street
	Lemoyne, PA  17043-1417

4. Fine Wine & Good Spirits Licensee Service Center 

	Licensee Service Center #2221
	990 Briarsdale Road, Unit D
	Harrisburg, PA  17109-1720

QUESTIONS
Questions regarding this IFB must be submitted via e-mail only, with the subject line entitled “IFB 260347 Questions” to the Issuing Officer, Tammy McQuaid, email tamcquaid@pa.gov no later than 12:00 PM EDT on December 18, 2019.  Do not contact the Issuing Office by phone with any questions.  The bidder shall not attempt to contact the Issuing Officer by any other means.  
All questions received will be answered, in writing, and such responses shall be posted to the Department of General Services (DGS) website at www.emarketplace.state.pa.us as an addendum to the IFB by 3:00 PM EDT on December 23, 2019.
All questions and official responses are considered an addendum to, and part of, this IFB.  The PLCB shall not be bound by any verbal information, nor shall it be bound by any written information that is not either contained within the IFB or formally issued as an addendum by the Issuing Office.  The Issuing Office does not consider questions to be a protest of the specifications or of the solicitation.
ADDENDA TO THE IFB

If the issuing Office deems it necessary to revise any part of this IFB before the bid response date, the Issuing Office will post an addendum to the DGS website at www.emarketplace.state.pa.us.  It is the Contractor’s responsibility to periodically check the website for any new information or addenda to the IFB.

RESPONSE DATA

Bids must be signed in ink by an official authorized to bind the Contractor to its provisions.  Failure to sign the Bid Form BOP-1206 shall disqualify your bid immediately.  For this IFB, the bid must remain valid for at least ninety days.  The contents of the bid of the successful Contractor will be incorporated into the Contract.

Bid must be sealed, and hand carried or mailed (U.S. Postal Service, FedEx, etc.) to:

	PLCB Purchasing & Contract Administration Division
	Invitation for Bid #260347
	Northwest Office Building, Room 312
	910 Capital Street
	Harrisburg, PA  17124-001

Bids must be received on or before January 16th, 2020, no later than 12:00 P.M.

Bidders mailing bids should allow time to insure timely receipt of their bid.  If a receipt is desired, send by U.S. Certified or Registered mail.  The phrase “Bid #260347” must be clearly written on the outside of the envelope.

Faxed or emailed bids will not be accepted.

The following documents must be included with your bid.  Failure to include these required documents will be considered a non-responsive bid and result in bid rejection.

	
1. BOP-1206
	
Referenced on Page 3

	
2. Bid Bond
	
Referenced on Page 4

	
3. Performance Bond
	
Referenced on Page 5

	
4. Insurance Certificate
	
Referenced on Page 4

	
5. Attachment #1 – Proof of Site Visit Form
	
Referenced on Page 2

	
6. Attachment #2 – Cost Sheet
	
Referenced on Page 4

	
7. Attachment #3 – Customer References
	
Referenced on Page 4

	
8. Equipment List and Literature
	
Referenced on Page 5

	
9. Contractor Business Description
	
Referenced on Page 4



COST SHEET

Complete ATTACHMENT #2 – COST SHEET in its entirety with no variations or conditions.  This cost sheet is the only acceptable cost sheet for your bid.

CUSTOMER REFERENCES

Prospective Contractors must complete ATTACHMENT #3 – CUSTOMER REFERENCES with their bid to provide a minimum of three references for which they have provided comparable comprehensive security services within the last two years.  References should include customer name, address, telephone number and contact persons.  The PLCB reserves the right to contact any or all references listed by the Contractor.

CONTRACTOR BUSINESS DESCRIPTION

Prospective Contractors must provide a business description indicating the date founded, principal ownership, scope of operations, and general data regarding experience.  Also note any special expertise that would enhance its qualifications.

CERTIFICATION

Contractor is responsible for ensuring that the company and any of its employees or agents performing services under this Contract maintain any certifications, licensures, and/or registration requirements as required by law.  

INSURANCE

For each year of the Contract, the selected Contractor shall furnish a Certificate of Insurance indication that the following insurance coverage is in force during the term of the contract.  Documented evidence, such as Certificate of Insurance or other proof acceptable to the PLCB, that insurance will be extended to the Contractor, must accompany the bid.  Such policies shall name the PLCB as an additional insured on certificates when issued and contain a provision that coverage afforded under the policies will not be canceled or adversely changed until at least thirty days prior written notice has been given to the PLCB:

a. [bookmark: _Hlk534184678]Workers’ Compensation Insurance sufficient to cover all of the Contractor’s employees working to fulfill this contract in accordance with the Worker’s Compensation Act of 1915 and any supplements or amendments thereof.

b. Comprehensive General Liability and Property and Damage Insurance.  The limits of such insurance shall be not less than $1,000,000.00 for injury to or death of one person in a single occurrence and $3,000,000.00 for injury to or death of more than one person in a single occurrence and $500,000.00 for a single occurrence of property damage.

BID BOND

Each bid must be accompanied by a Certified Check, Cashier’s Check or Bid Bond in the amount of $5,000.00, payable to the Commonwealth of Pennsylvania, Pennsylvania Liquor Control Board, as a bid guarantee.  The bid guarantee will be forfeited as liquidated damages if the bidder fails to comply with the terms of the bid.  

Failure to include a $5,000.00 Cashier’s Check, Certified Check, or Bid Bond with your bid shall disqualify your bid immediately.

PERFORMANCE BOND

For each year of the Contract, the selected Contractor shall be required to submit a Performance Bond, or other performance guarantee acceptable to the PLCB, in the amount of $10,000.00.  Documented evidence that surety can be furnished must accompany the bid.  This documented evidence is obtainable from your surety.  

LAWS AND ORDINANCES

The Contractor’s work performance under this contract shall comply with all federal, state and local laws, and ordinances which relate to work and public protection and will be subject to inspection by those having authority for their enforcement.  

[bookmark: _Hlk25306123]EQUIPMENT LIST AND LITERATURE

A list of equipment requirements for each PLCB location must be submitted with the bid. Literature, including specifications, describing the proposed security system to be installed must be submitted with the bid.

BID TABULATION RESULTS

Results of this bid will be posted within 48 hours to the DGS website at http://www.emarketplace.state.pa.us.  Any additional information will require a Right to Know request, instructions for which may be found at: 
http://www.openrecords.pa.gov/RTKL/CitizensGuide.cfm. 

Bid results do not confer any legal or contractual rights until a formal Notice to Proceed has been issued by the Issuing Officer.  

REJECTION OF INVITATION FOR BID QUOTES

The PLCB reserves the unqualified right to reject any and/or all bids received as a result of this IFB, to waive technical defects or any informality in bids and to accept or reject any part of any bid if, in its judgment, the best interest of the Commonwealth is thereby served.

TERM OF CONTRACT

The Contract shall commence upon written Notice to Proceed and continue for five years at a fixed rate for each year of the Contract.

Billing will be based on a flat monthly monitoring (leased) rate per store classification or facility.  No adjustments will be made to the monthly charge during the term of the Contract.

Charges for repairs, excluding necessary repairs needed due to the faulty equipment and/or damages caused by the Contractor or his/her designated representative, will be made at the Hourly On-Site Wage Rate on ATTACHMENT #2 – COST SHEET.  Overtime rates of pay will not be paid in any circumstance.  For purposes of clarity, no payment will be made for repairs that are needed due to faulty equipment and/or damages caused by the Contractor or his/her designated representative.

Except for in-wall wiring, all equipment must be dismantled and removed by the Contractor at no additional cost to the PLCB within thirty calendar days after the Contract expiration or termination date.  The Contractor shall fully cooperate with the PLCB to ensure the successful transition from the Contractor’s service to the services of any other contractor which the PLCB may engage upon expiration of this Contract.

REQUEST FOR HOURLY ON-SITE WAGE RATE ADJUSTMENTS

The Hourly On-Site Wage Rage as established on ATTACHMENT #2 – COST SHEET of this IFB may be adjusted annually for the second and subsequent years of the Contract in accordance with the percentage change in the Consumer Price Index for Urban Wage Earners and Clerical Workers (CPI-W) for all U.S. Cities.  It is agreed that there will be no adjustments to the rate agreed under this Contract during the first year of the term of this Contract.

The following conditions and requirements apply:

a. The Contractor must make application for the increase, to be effective as indicated below, by notifying the PLCB Contracting Officer in writing of the new rate and effective date no later than fifteen calendar days prior to the end of the previous Contract year.

b. The PLCB shall notify the Contractor in writing of its agreement/disagreement of the new rate.

c. The new rate shall be effective on either the first day of the new Contract year or at a later date if so requested by the Contractor.  The Contractor agrees that failure to apply for CPI-W increase on a timely basis as required in subparagraph a. above shall result in Contractor’s waiver for CPI-W increase for that Contract year.

The CPI-W for November 2019 will be the base month.

The rates paid during the period from Notice to Proceed through the first Contract year shall be the rates listed on the IFB.

The percentage change for the Hourly On-Site Wage Rate in the second Contract year will reflect the percentage change in the CPI-W from the base month to November 2020 CPI-W.

The percentage for the Hourly On-Site Wage Rate in the third contract year will reflect the percentage change in the CPI-W from November 2020 to the November 2021 CPI-W.

The percentage change for the Hourly On-Site Wage Rate in the fourth Contract year will reflect the percentage change in the CPI-W from November 2021 to the November 2022 CPI-W.

The percentage change for the hourly rate in the fifth Contract year will reflect the percentage change in the CPI-W from November 2022 to the November 2023 CPI-W.

TERMS AND CONDITIONS 

The Contract resulting from this IFB shall be governed by the PLCB’s Standard Contract Terms and Conditions for Non-Merchandise Purchase Orders, Form 54-FA-2.0, attached hereto.  In the event of any conflict between Form 54-FA-2.0 and this IFB, the provisions of this IFB will prevail to the extent permissible by applicable law.  

PENNSYLVANIA PREVAILING WAGE ACT  

The selected Contractor agrees that this Contract is subject to the provisions, duties obligations, remedies and penalties of the Pennsylvania Prevailing Wage Act, 43 P.S. Section 165-1 et seq., which is incorporated herein by reference as if fully set forth herein.  In compliance with said Pennsylvania Prevailing Wage Act, the Prevailing Minimum Wage Predetermination, as approved by the Secretary of Labor and Industry, can be found on this link:  https://www.dli.pa.gov/Individuals/Labor-Management-Relations/llc/prevailing-wage/Pages/Prevailing-Wage-App.aspx

If a job classification is not covered by the Prevailing Minimum Wage Predeterminations, the Contractor may not pay individuals in that classification less than the lowest rate for laborers, as set out in the Prevailing Minimum Wage Predeterminations.

The Contractor agrees to provide such records as are necessary to provide proof of compliance.

SCHEDULING OF WORK

Maintenance and/or repair work must be coordinated with and approved by the PLCB Contact Person or his/her designee in advance.  All work is to be performed during normal PLCB store or facility hours unless otherwise approved or requested by the PLCB Contact Person or his/her designee.  

PRIME CONTRACTOR RESPONSIBILITY  

The selected Contractor shall be required to assume responsibility for all services offered in the IFB.  Further, the PLCB will consider the selected Contractor to be the sole point of contact with regard to contractual matters.

Contractor is hosting, handling, or processing Commonwealth confidential or sensitive data or information, the Contractor shall, and shall require its subcontractors to, engage, on an annual basis, an independent auditing firm to provide a SOC 2 Type II report with respect to controls used by the Contractor relevant to internal and external procedures and systems that contain and process Commonwealth data and information.

The Contractor shall, and shall require its subcontractors to, provide a SOC for Cybersecurity report with respect to controls used by the Contractor setting forth the description and effectiveness of the Contractor’s cybersecurity risk management program and the policies, processes and controls enacted to achieve each cybersecurity objective in the event of the following: 

a. At the request of the PLCB;
b. A cybersecurity incident or breach the is related to, or effects PLCB data or information; 
c. Repeated non-conformities are identified in any SOC report required by the PLCB; or
d. The Contractor’s business model changes (such as merger, acquisition, or subcontractor change). 

If any of the aforementioned events occurs, Contractor shall:

a. Send notification to the PLCB within 60 days; and
b. Provide the PLCB with a report of the SOC for Cybersecurity audit finding within 120 days. 


SUBCONTRACTING

Any use of subcontractors by the Contractor must be identified in the bid. During the project period, use of any subcontractors by the selected Contractor not previously identified in the bid, must be approved in writing by the PLCB prior to any work being done.

The selected prime Contractor shall be responsible for all services offered in its bid whether or not it produces them.  The prime Contractor shall be the sole point of contact with regard to contractual matters.
INCURRING COST  

The PLCB is not liable for any cost incurred by anyone prior to issuance of a Contract.  The PLCB will pay the Contractor only for services rendered at the rates in the Contract.

NEWS RELEASES  

News releases pertaining to this IFB will not be made without prior PLCB approval, and then only in coordination with the Issuing Office.

The PLCB reserves the sole right to issue news releases regarding any incidents that may occur during the Contract term.

BACKGROUND CHECKS 

The Contractor must, at its expense, arrange for a background check for each of its employees tasked to perform the services required in this Contract.  Background checks are to be conducted via the Request for Criminal Record Check form and procedure found at http://www.psp.state.pa.us/psp/lib/psp/sp4-164.pdf.  

SAFETY PRECAUTIONS

The selected Contractor shall exercise all possible precautions in the selection and use of materials and equipment in order to not adversely affect human health, the building or the property contained within.  Where necessary, Contractor shall post warning signs calling attention to the presence of unsafe condition(s) within the work area.  

PROTECTION OF PLCB PROPERTY 

The selected Contractor is to effectively protect the PLCB’s property, equipment, products and merchandise, and materials from dust, dirt, and damage when providing the service(s) and remove protection at completion of the service(s).  

CONTRACTOR LIABILITY

The selected Contractor shall exercise safe practices and due diligence in the installation, operation, and maintenance of all equipment to avoid damage to PLCB property (owned or leased), products and merchandise, property of others, and injuries to personnel.  If, due to the fault or negligence of the Contractor, his agents, or employees, any PLCB property (owned or leased), products and merchandise, and/or property of others is damaged during performance of this contract, the Contractor shall be liable for such loss or damage and the PLCB at its option, may either require the Contractor to replace or repair all property damaged at the Contractor’s expense, or reimburse the PLCB for the full replacement value of the property or repair costs. 

The Contractor shall be responsible for the safety of its employees and for any injury or damage done to or by them in the performance of these services.  

OFFSET PROVISION

The Contractor agrees that the Commonwealth may set off the amount of any state tax liability or other debt or obligation to the Commonwealth or its subsidiaries that is owed to the Commonwealth and is not being contested on appeal against any payments due the Contractor under this or any other contract with the Commonwealth. 

SUPPLIER REGISTRATION

All suppliers doing business with the PLCB are required to register with PLCB’s Supplier Unit and have their information entered into PLCB’s Oracle systems database.  To obtain this supplier number, the Supplier Registration Form PLCB-2348 will need to be completed and submitted in accordance with the instructions included on the form located at the following link:    

https://www.lcb.pa.gov/WorkWithUs/Pages/Contract-Opportunities.aspx
After supplier registration is completed by the PLCB, access to the iSupplier Portal will be automatically granted with the ability to view purchase orders, invoices and payments online.  An auto-generated email will be sent from the PLCB’s Supplier Unit granting administrator rights with log-in credentials and further instructions.

It is the supplier’s responsibility to ensure that the supplier information contained in the Oracle system is accurate and complete and keep the PLCB updated with any data changes, including bank data.  Failure to notify the PLCB of any changes to the supplier information may result in delayed payments.

INVOICING  

Upon award of the Contract, a Purchase Order (PO) will be issued.  Invoices must include the PO number and all charges must be itemized, providing the description and date.  Amounts charged must match the charges referenced on the IFB and the PO line item.  Invoices will only be paid if record of services and/or materials provided is documented and confirmed by the PLCB.  Invoices shall be forwarded to the Comptroller Operations LCBS, PO Box 12025, Harrisburg, PA  17108-2025 or emailed to: ra-plcb_invoices@pa.gov.

At the time of each service visit, a work order slip shall be presented to the Store Manager or designee.  The work order slip shall indicate the work performed and the time spent performing the work.  The Store Manager shall stamp the slip with the store stamp and sign the slip to verify that the work was satisfactorily completed.  The Contractor shall attach these slips to the monthly invoice and forward to Comptroller Operations LCBS.

The Contractor shall invoice the PLCB on a monthly basis after services have been satisfactorily completed.  Advance billing is not acceptable.  The PLCB location, address and purchase order number must be listed on all invoices.


CONTRACT SPECIFICATIONS


SCOPE OF WORK
Contractor shall provide comprehensive security services that includes the following: an integrated security system; year-round, 24-hour, centrally located monitoring; equipment, including a video management system, video archiving, cameras, sensors, and alarm system; and all necessary installation and maintenance.  Security services shall be implemented in each of the PLCB’s Fine Wine & Good Spirits store locations and other PLCB facilities located throughout Pennsylvania.  See ATTACHMENT #4 – FWGS STORES AND OTHER PLCB FACILITIES for a complete list of all locations.  The coverage provided shall be 100% effective in the detection and notification of all security-related incidents including, but not limited to, intruders.   Equipment requirements shall be determined by prearranged visits to select mandated sites. PLCB will not take ownership of any equipment. 

EQUIPMENT  

All materials, equipment and devices installed by the Contractor must be new and shall be Underwriters Laboratory (UL) Approved.  PLCB will not take ownership of any equipment.  All electrical wiring and installations shall be done in accordance with the National Electrical Code.  Control unit must be listed for commercial burglary.  In the event any materials, equipment and/or devices installed shall become inoperative under normal use during the term of the Contract, the Contractor shall replace or repair at no additional cost to the PLCB.  

If it is found that the equipment proposed does not provide sufficient coverage either as a result of on-site inspections or at any other time during the term of the Contract, additional equipment will be provided by the Contractor at no additional cost to the PLCB.

The Contractor shall be responsible for any damage or losses incurred by the PLCB in cases of equipment malfunctions due to the fault or negligence of the Contractor.  If any materials, equipment, and/or devices become inoperative as a result of PLCB negligence, the PLCB shall be responsible for reasonable replacement costs and repairs.    

System equipment shall be provided with tamper protection and shall report tamper alarms to the Central Station twenty-four hours a day. 

System equipment must have a battery back-up, sufficient for at least twenty-four hours of continuous operation, that will automatically become operational and report the loss of AC power to the Central Station receiving equipment immediately.  Monthly battery testing (including A/C Cut, Low Battery and Dead Battery testing) with needed replacement shall be the responsibility of the Contractor for the entire Contract period at no additional cost to the PLCB.

System shall include a leased Alarmnet Radio System or functional equivalent Cellular Communications System that will provide a communications path for alarm signals to be transmitted to the Central Station should the phone lines be compromised.

System shall include panels that allow the security systems to be remotely set/reset from the monitoring center.

System configuration shall include an emergency hold-up disturbance alarm which includes, at a minimum, four panic buttons (one in office, one in storage area, one to be carried by Store Manager and one under register #1) and shall provide for a watch mode function.

The system shall operate on Atomic or Satellite Time.

ACCESS CODES  

A primary access code must be provided for each location for arming/disarming the system.  Secondary access codes are to be provided upon request.  Personal identification numbers shall be issued to authorized store/facility personnel.

TRAINING  

On-site training of authorized store/facility personnel as required by PLCB in the complete operation of the system shall be furnished by the installing Contractor at no cost to the PLCB upon completion of the installation.

SIGNAGE  

The Contractor shall furnish adhesive decals/signs acceptable to the PLCB Contact Person or his/her designee for all doors at all locations to act as a visual deterrent.

HOURS OF OPERATION  

The Contractor shall provide the Services on a twenty-four-hour, seven days-a-week basis.  During store operating hours, the security alarm system may be disarmed by a PLCB designate, but the emergency holdup disturbance alarm and watch mode function must remain active.

NOTIFICATION REQUIREMENTS

a. The Contractor shall notify local authorities within one minute of alarm activation.

b. The Contractor shall notify the PLCB Contact Person or his/her designee within five minutes of alarm activation.

c. The Contractor shall notify the PLCB Contact Person or his/her designee within five minutes of a low battery alert.

d. The Contractor shall notify the PLCB Contact Person or his/her designee within five minutes of a low battery alert.  System shall not reach a dead battery condition.

e. The PLCB shall provide the Contractor with a list of PLCB locations and their operating hours and times the system should be armed at each PLCB location.  The Contractor shall notify the PLCB Contact Person or his/her designee if any system is disarmed one or more hours before store opening time.  The Contractor shall also notify the PLCB Contact Person or his/her designee if any system is not armed within one hour after store closing time.

REPORTS REQUIRED  

[bookmark: _Hlk17959135]The Contractor shall be required to make available electronically the following reports to the PLCB Contact Person or his/her designee at no additional cost to the PLCB:

a. A weekly incident report indicating the date, time, location of the incident and action taken.

b. A monthly report of all repairs, including evaluation of reason for repair, ex: break-in, vandalism, employee abuse, etc.  

c. A weekly report indicating each time the system is armed and disarmed.  The report must contain the time of opening and closing, date, and individual by code number.

d.  	A monthly report indicating each complete system inspection and function
check (including the battery back-up system).  Note each PLCB location is to be 
inspected/checked yearly at no additional cost to the PLCB.

	e.  			A monthly report indicating each monthly battery test and/or replacement.  
Note battery testing and replacement is the responsibility of the Contractor for the entire Contract period at no additional cost to the PLCB. 

f.	A yearly report documenting payment of all necessary permits and yearly registration fees.  This yearly report is in addition to the reports noted in the Permits section of this IFB.  

All reports shall be coordinated with the PLCB Contact Person or his/her designee.  Report forms, formats and procedures customarily used by the Contractor may be furnished to meet the requirements of the above provided they have been approved by the PLCB Contact Person or his/her designee.  Reports must be available electronically for PLCB Contact Person or his/her designee to view and/or download.

INSPECTION/FUNCTION CHECK  

The Contractor shall conduct a complete system inspection and function check (including the battery back-up system) in January of each Contract year.  The complete system inspection and function check will be conducted with a PLCB representative at no additional cost to the PLCB and occur once per year or when requested by the PLCB.  If the work or materials prove unsatisfactory, all costs for correcting the problem shall be at the expense of the Contractor and must be rectified within six hours of verbal notification.  The PLCB Contact Person or his/her designee shall coordinate the inspections with the Contractor.  All on-site service visits must conclude with the PLCB Contact Person or his/her designee signing off on the work order with the store retaining a copy and a copy being sent to the PLCB Issuing Office via electronic mail for inclusion in the purchase order.

NEW INSTALLS  

The PLCB Issuing Office may at any time make changes to the service required such as adding stores and/or other PLCB facilities for which security service is required or deleting stores and/or other PLCB facilities for which security service is no longer required. The Contractor must provide service within seven business days from the date of written notification by the PLCB Issuing Office.
	
The notice will be confirmed by a PO issued by the Issuing Office at the cost quoted in this IFB for new installations and monitoring.

All new installations must have their equipment lists submitted and approved by the PLCB Contact Person or his/her designee prior to proceeding with the install.

All approved equipment lists must be sent to the Issuing Office for inclusion in the PO.

RESPONSE TIME  

The Contractor shall guarantee the arrival of a service technician, on-site, within three hours from the time of PLCB's service request as a result of system failures such as equipment or wiring default or other non-electrical failure.

The Contractor shall provide the PLCB Contact Person or his/her designee with a service ticket showing the beginning and ending time of the service call for each incident.

[bookmark: _Hlk17964656]EQUIPMENT INSTALLATION

The Contractor shall have until June 30, 2020 to provide the Services to all stores and/or other PLCB facilities that currently do not have security cameras installed (“Initial Rollout Period”).  A list of such stores will be provided to the selected Contractor upon contract award. The Contractor shall then have until December 31, 2020 to complete the remaining stores and facilities. 

After the Initial Rollout Period, the Contractor shall have seven business days from the date of written notification by the PLCB Issuing Office to provide and/or remove 24-hour monitored security service at a location on a permanent basis.

MUNICIPAL PERMITS

The selected Contractor shall be responsible for securing all necessary permits and paying the necessary registration fees associated with the permits, as required per each municipality.  Confirmation of any required alarm registration must be submitted to the PLCB within thirty calendar days of activation of the applicable security system. 

After initial installation, Contractor shall provide the PLCB with an annual report that identifies:  all locations that hold a permit for the security system; a copy of the current and valid registration and/or permit; and confirmation of payment.

FALSE ALARMS  

The Contractor shall be responsible for any fee or penalty charged by local authorities responding to a false alarm, caused by either faulty equipment or human error of the Contractor’s monitoring employees.  Upon receipt of a fee or penalty, either directly from local authorities, or forwarded to Contractor by the PLCB, Contractor shall timely submit payment to the local authorities and provide the Issuing Officer with proof of payment.  Proof of payment shall include a copy of the document imposing the fee or penalty and a copy of the method of payment used to pay the fee or penalty charged, along with confirmation of payment.   

CORRECTION OF DEFICIENCIES  

The PLCB Contact Person or his/her designee shall verbally notify the Contractor and shall follow up with an email notification if any of the following deficiencies occur:

a. Failure to furnish the required reports to the Issuing Officer within the agreed-upon timeframe and manner coordinated with the PLCB Contract Person or his/her designee.  

b. Failure to secure all necessary permits and yearly registrations as required per each municipality.  

c. Failure to pay any fee or penalty charged by the local authorities for false alarms caused by faulty equipment or human error of the Contractor’s monitoring employees.   

d. Failure to conduct a complete system inspection and function check in January of each Contract year. 
  
e. Failure to repair and replace installed materials, equipment, and devices that have become inoperative during normal use of the Contract term.  

Deficiencies shall be rectified within six hours of verbal and/or email notification from the PLCB Contact Person or his/her designee.  

Failure to correct any contract deficiencies upon notice shall result in an unsatisfactory or deficient performance remark in the Commonwealth Contractor Responsibility Program or otherwise declare the Contractor in default pursuant to section 23 of the Terms and Conditions attached hereto.   

[bookmark: _Hlk17964687]PERFORMANCE OBJECTIVES (UNIVERSAL)

a. The Contractor must be capable of completing the entire scope of work for all PLCB locations throughout the entire state of Pennsylvania within twelve months of the Contract effective date.
  
b. In the event of a critical failure of the security system, as deemed by the PLCB, the Contractor must be able to deploy a security guard within four hours of an official PLCB request for compensatory system measures.  

c. The Contractor shall install all equipment within manufacturer’s standards for maintaining Original Equipment Manufacturer (OEM) warranty and in concert with industry best practices.

d. The Contractor shall maintain the ability to assess alarms via video surveillance and respond to third party alarm monitoring dispatch.

e. The Contractor shall provide mounting structures and secure storage cabinet.  

f. Cable management shall be configured to NECA/BISCI 568 standards.
g. All system contract installations, bonding, and grounding of information technologies (IT) equipment must be conducted according to the current Unified Facilities Criteria (UFC), American National Standards Institute (ANSI), and Building Industry Consulting Services International (BICSI) documented standards. 

VIDEO MANAGEMENT SYSTEM (VMS) SPECIFICATIONS

a. VMS must be capable of producing evidentiary quality archived video.


b. All locations with a viable internet connection shall have the ability to be centrally managed, monitored and controlled. PLCB will provide a viable internet connection for this requirement.
  
c. VMS shall provide role-based access controls (RBAC) allowing users only appropriate access.

d. VMS shall feature the ability to process, archive, decode, and display video encoded in the H.265 and H.264 compression algorithm.
 
e. VMS shall be capable of processing, archiving, decoding, and displaying video from megapixel sources (up to 12MP). 
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f. VMS shall feature the ability to have an unlimited number of users.  The system shall not require specific/limited named user licenses.  An enterprise solution should be specified where user licensing is limited to named users only.

g. User Accounts should be internal to the VMS.  The VMS shall be capable of utilizing/integrating with Microsoft Active Directory.  

h. VMS shall employ a software development kit (SDK) for third-party software integration.

i. VMS shall be capable of displaying camera locations and field of view in provided location floor plans.

j. [bookmark: _Hlk24717229]VMS must support an alarm management interface and be capable of displaying all alarms in a map format.

k. VMS must be TCP/IP based and available for management and control (internet connection dependent) on a standard internet browser.

l.  VMS shall be capable of managing the appropriate camera count for each store location as required by the store classification.  

m. VMS shall feature the ability to define general application options, including but not limited to: visibility of time, visibility of camera live indicators, default image quality, default frame rate, keyboard and joystick setup, startup mode and deinterlacing filters.

n. VMS shall feature access to live mode and the availability of individual control windows and overlay buttons.

o. The Contractor shall provide all necessary licensing and software maintenance agreements (SMA).

VIDEO ARCHIVE SPECIFICATIONS

The Network Video Recorder (NVR) used shall be Milestone Husky X2, or the functional equivalent, which shall include the following NVR capabilities:  

a. The ability to process archive, decode, and display video encoded in the H.265 and H.264 compression.

b. RAID 5 or better storage technology.
 
c. Support the use, processing, and archive of associated metadata.

d. Searching archived video utilizing metadata criteria. 

It is incumbent upon the Contractor to field verify coverage and storage calculations and specify appropriate storage hardware based on the classification of each store.  


CAMERA SPECIFICATIONS

Contractor shall furnish AXIS IP Model #M4206-LV cameras, or cameras of the functional equivalent, which include the following capabilities: 

a. Video Content Analytics (VCA). Specific VCA algorithms shall be employed to detect the following:

1. Objects left behind 

2. Objects removed

3. Persons loitering 

4. Persons gathering 

5. People counting 

6. Virtual tripwires

b. Producing both H.264 and H.265 encrypted video. 
 
c. Producing no less than 1920X1080p at 30FPS.

d. Producing no less than ninety pixels on a human face at twenty feet.

e. Varifocal lenses.

f. TCP/IP protocol and have an auxiliary analog video-out port. 

g. Accepting standard supervised alarm circuits.  

h. Cameras shall be compatible with the specified VMS and Archive.

i. Support edge archiving.

j. Infrared radiation (IR) technology to provide actionable video in little to no light in the intended field of view.

k. Powered via standard Power over Ethernet (PoE) and shall originally derive power from the video management/archive unit.

Contractor shall furnish and install the following quantities of cameras per PLCB location in accordance with its store classification:
a. Class 1A through 1B shall have 12 cameras per store.

b. Class 2A through 2B shall have 20 cameras per store.

c. Class 3A through 4A shall have 28 cameras per store.

d. License Service Centers shall have 15 extra cameras per service center.  

Cameras are expected to provide 100% coverage at each PLCB location.  It is incumbent upon the Contractor to field verify video coverage and promptly recommend to the PLCB if additional or fewer cameras are required at a PLCB location.  

Should the PLCB agree with Contractor’s recommendation that fewer cameras are required at any PLCB location, the cameras that are not installed pursuant to the recommendation shall be placed in Contractor’s inventory and used in future camera installations.  

Should the PLCB agree with Contractor’s recommendation that additional cameras are required at any PLCB location, the additional cameras installed shall be from Contractor’s excess inventory.  In the event Contractor’s excess inventory is depleted, the additional cameras shall be installed at the rates set forth in ATTACHMENT #2 – COST SHEET.  
ALARM SYSTEM CONTROL SPECIFICATIONS

a. The Contractor shall provide alarm monitoring via internet protocol and backed-up with 4G LTE cellular service.

b. All system alarms, wireless or wired, must report to the security console within 5 seconds of supervised alarm state.  

c. Panel shall support the supervision of up to 32 keypads and shall include the following:

1. Custom keypad text.

2. Full function menu including customizable shortcuts.

3. Authority by area and 32-character name for each user.

4. Programmable primary and secondary language by user and keypad.

5. Two-man rule.

6. Early ambush.

7. Dual authentication.

8. Up to 2000 users.

9. Shall be capable of Modem4, ANSI-SIA, and Contact ID.

10. Shall support the PLCB custom circuit supervision.

11. Shall be capable of being remotely managed via standard TCP/IP.

i. Remote management shall feature no less than standard user/password authentication.

d. All wired alarm circuits must utilize custom supervision loop.

1. All wireless alarm circuits must feature 256 bit AES encryption 

ALARM SENSORS SPECIFICATIONS

a. All wireless alarm circuits must feature 256 bit AES encryption.
[bookmark: _Hlk24635474]  

b. All doors shall be equipped with a minimum of one magnetic door contact and magnet (pair) per operable leaf. Contacts shall be mounted so that the sensor is on the door frame and the magnet is mounted on the operating door leaf.  

c. All windows shall be covered by no less than volumetric sensors preventing intrusion.

d. Volumetric sensors shall provide 100% interior perimeter coverage walk tested to one foot per second, and shall include the following specifications:
  
1.  Tri-tech detection technology.

2.  Provide a 360-degree protection pattern capabilities.

3. Solid Form C relay rated at 3.0 W.

4. Employ a separate reporting tamper cover.
  
5. Support a mounting height range of 3M to 7.6M.

6. UL listed. 

e. Hold up buttons shall be mounted in concealed locations where necessary, and shall include the following specifications:

1. Solid Form C relay rated at 3.0 W.

2. Employ a separate reporting tamper cover. 

3. UL listed.
 
4. Resettable, plunger-style pushbuttons.  



ATTACHMENT #1
PROOF OF SITE VISIT
[bookmark: _Hlk22112382]COMPREHENSIVE SECURITY SERVICE
IFB 260347

	
Fine Wine & Good
Spirits Store No.


	
Click or tap here to enter text.

	
Contractor’s Name and
Address





	
Click or tap here to enter text.

	By submitting this completed form, I verify that I visited each required Project site and reviewed the work to be completed prior to submitting this bid.

	
Contractor
Representatives
Signature

	

	
Title

	
Click or tap here to enter text.



ESCORTED BY:
	
PLCB Facility Representatives
Signature

	


	
Title

	


	
Date Escorted

	




COMPLETED PROOF OF SITE VISIT FORM MUST BE SUBMITTED WITH YOUR BID FOR EACH MANDATORY SITE VISIT LOCATION


ATTACHMENT #3
CUSTOMER REFERENCES
COMPREHENSIVE SECURITY SERVICE
IFB 260347

	CUSTOMER NAME
	ADDRESS
	TELEPHONE NUMBER
	CONTACT PERSON

	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.

	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.

	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.

	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text.
	Click or tap here to enter text..
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